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Abstract: 

Ad hoc On-demand Distance Vector (AODV) is a reactive routing protocol in which the network 

generates routes at the start of communication. AODV has been developed specially for MANET. 

It obtains the routes purely on-demand which makes it a very useful and desired algorithm for 

MANETs. AODV use two different operations to find and maintain routes: the route discovery 

process operation and the route maintenance operation. There are four messages used in AODV 

to control the process of route discovery and route maintenance. In this paper the control 

messages that used in AODV ; RREQ, RREP and RERR; are classified, and the process of how 

AODV routing protocol is working was investigated as well as explain the reasons for why the 

AODV is the most desirable protocol for MANET environment. 
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1. Introduction 

Reactive or on- demand routing protocols in MANET create routes only when they are needed 

[1]. Reactive protocols use two different operations to find and maintain routes: the route 

discovery process operation and the route maintenance operation. When a node requires a route 

to the destination, it initiates a route discovery process within the network [2]. This process 

completed once a route found, or all possible route permutations are examined. Route 

maintenance is the process of responding to changes in topology that happens after a route has 

initially been created. When link is broken, the nodes in the network try to detect link breaks on 

the established routes. AODV (Ad-hoc On-demand Distance Vector) is a reactive routing 

protocol that is a simple, efficient on-demand MANET routing. This algorithm was motivated by 

the limited bandwidth that is available in the media that are used for wireless communications. 

Obtaining the routes purely on-demand makes AODV a very useful and desired algorithm for 

MANETs [5]. Each mobile node in the network acts as a specialized router and routes are 

obtained as needed, thus making the network self-starting. 

 

2. Routing Tables 

In MANET, each mobile node in the network maintains a route table entry for each destination 

of interest in its route table. Each entry in the route table contains the following information: 

 

• Destination Node Address. 

 

• Next hop of the source node or intermediate node. 

 

• Number of hops. 

 

• Destination sequence number. 

 

• Active neighbors of the route. 

 

• Expiration time for this route table entry. 
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3. Control Packets 

There are four messages used in AODV routing protocol [27]. These messages are used to 

control the process of route discovery and route maintenance. 

 

3.1. Route Request Message (RREQ) 

When the source node wants to connect with the destination node and it has no route entry to the 

destination node, a control packet; named Route Request message (RREQ); was broadcasted by 

the source node. RREQ contain the fields showing in Table 1. 

 

Table 1. RREQ Format  
 

Source Address  
 

Request ID  
 

Source Sequence No  
 

Destination Address  
 

Destination Sequence No  
 

Hop Count 

 

The request ID is incremented each time the source node sends a new RREQ. The pair (source 

address and request ID) identifies a RREQ uniquely. As RREQ travels from node to node, it 

automatically sets up the reverse path from all these nodes back to the source. Each node that 

receives this packet records the address of the node from which it was received. This process is 

called Reverse Path Setup (RPS) [27]. 

 

 

3.2. Route Reply Message (RREP) 

If a node is the destination or has a valid route to the destination, it unicasts a Route Reply 

message (RREP) back to the source. The RREP has the format shown in Table.2. 
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Table 2. RREP Format  
 

Source Address   
Destination Address  

 
Destination Sequence No  

 
Hop Count  

 
Life Time  

 

The node on receiving RREQ message from a neighbor, it records the address of this neighbor. 

So when the destination node is found, the RREP message will travel along this path and no 

more broadcasts will be needed. RREP message travels back to the source based on the reverse 

path that it records. As the RREP travels back to the source, each node along this path sets a 

forward pointer to the node from where it is receiving the RREP and records the latest 

destination sequence number to the request destination. This process is called Forward Path 

Setup (FPS). 

 

3.3. Route Error Message (RERR) 

All nodes monitor their own neighborhood. When the route is broken or be invalid, a Route Error 

message (RERR) is generated to notify the other nodes that use this route, that the route becomes 

invalid. This messaege is generated to avoid retransmitting by that route. 

 

3.4. HELLO Message 

Each node can get to know its neighborhood by using local broadcasts, so-called HELLO 

messages. Nodes neighbors are all the nodes that it can directly communicate with them. HELLO 

message is used to inform the neighbors that the link is still alive. 

 

3.5. Sequence Numbers 

The sequence number is an important feature of AODV to determine the freshness of routing 

information and guarantee loop-free routes [2]. The destination sequence number for each 

destination node is stored in the routing table, and it is updated when the node receives a 

message with a greater sequence number. However the node it increases its sequence number in 

these cases: 
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The higher sequence number is more accurate information, and whichever node sends the highest 

sequence number, its information is considered and route is established over this node by the 

other nodes [15]. 

 

4. Route Discovery Process 

AODV routing protocol is an on-demand routing protocol where the route is established on 

demand. ... In AODV, route discovery is entirely on-demand. When a source node needs to 

send packets to a destination, for which it has no available route, it broadcasts a RREQ 

(Route Request) packet to its neighbors. 

When a source node wants to send a data packet to a destination node; first, the source node 

checks with its routing table to determine if there is an available route to the destination node. If 

so, it uses this route to send the packets to the destination node. In the case where there is no 

route to the destination node, route discovery process is initiated by broadcasting a RREQ 

message. Each node checks the source address and the request ID on receiving a RREQ message. 

If the node has already received a RREQ with the same source address and request ID, the new 

RREQ message will be discarded. The RREQ ID is increased by one every time the source node 

sends a RREQ message. The Route Request contains the last known destination sequence 

number. Figure1 shows how RREQ message is propagating in MANET. In this figure, when the 

source node S wants to send a data packet to a destination node D, it has these steps: 

 

 

- Node S sends RREQ message to its neighbors; A, B. 

 

- Node A sets up reverse path and forwards RREQ message to its neighbor D. 

 

- Node B sets up reverse path and forwards RREQ message to its neighbor C. 

 

- Node C sets up reverse path and forwards RREQ message to its neighbor D. 

 

- When node D receive the RREQ from node C, it will discard it because it was already 

received it from node A. 
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5. Link Breakage 

Because a node in MANET can move at any time, link breakages can occur at any time [26]. If a 

node does not receive a HELLO message from one of its neighbors for a specific amount of time 

called HELLO interval, then: 

 

- The entry for that neighbor in the table will be set as invalid. 

 

- The RERR message will be generated to inform other nodes of that link breakage. 

 

During the route discovery process if any node identifies a link failure it generates Route Error 

message (RERR) and puts the invalidated address of that node into list, then it sends it to all 

other nodes which uses that link for their communication to other nodes. RERR messages inform 

all sources using a link when a failure occurs [9]. 

 

6. Why AODV 

AODV is one of the most popular routing protocols, which is a simple and efficient on-demand 

MANET routing protocol [13]. The concepts of AODV that makes it desirable for MANETs 

with limited bandwidth include the following: 

 

6.1 Minimal space complexity: The algorithm makes sure that the nodes that are not in the 

active path do not maintain information about this route. After a node receives the RREQ and 

sets a reverse path in its routing table and propagates the RREQ to its neighbors, if it does not 

receive any RREP from its neighbors for this request, it deletes the routing info that it has 

recorded. 

 

6.2 Maximum utilization of the bandwidth: This can be considered the major achievement of 

the algorithm. As the protocol does not require periodic global advertisements, the demand on 

the available bandwidth is less. And a monotonically increased sequence number counter is 

maintained by each node in order to supersede any stale cached routes. All the intermediate 

nodes in an active path updates their routing tables also make sure of maximum utilization of the 

bandwidth. Since, these routing tables will repeatedly be used if that intermediate node receives 

any RREQ from another source for the same destination. Also, any RREPs that are received by 
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the nodes are compared with the RREP that was propagated last using the destination sequence 

numbers and are discarded if they are not better than the already propagated RREPs. 

 

6.3 Simple: It is simple with each node behaving as a router, maintaining a simple routing table, 

and the source node initiating path discovery request, making the network self-starting. 

Most effective routing info: After propagating a RREP message, if a node receives RREP with 

smaller hop-count, it updates its routing info with this better path and propagates it. 

Most current routing info: The route info is obtained on demand. Also, after propagating an 

RREP, if a node receives RREP with greater destination sequence number, it updates its routing 

info with this latest path and propagates it. 

 

6.4 Loop-free routes: The algorithm maintains loop-free routes by using the simple logic of 

nodes discarding the packets for same broadcast-id. 

 

Coping up with dynamic topology and broken links: When the nodes in the network move from 

their places and the topology is changed, or the links in the active path are broken, the 

intermediate node that discovers this link breakage propagates an RERR message. And the 

source node re-initializes the path discovery if it still desires the route. This ensures quick 

response to broken links. 

 

6.5 Highly Scalable: The algorithm is highly scalable because of the minimum space complexity 

and broadcasts avoided. 

 

7. Conclusion 

Routing is an important function in any network; it be wired or wireless. Routing is the act of 

moving information from a source to a destination in an internetwork. AODV obtains the routes 

purely on-demand which makes it a very useful and desired algorithm for MANETs. The routing 

concept basically involves two activities: firstly, determining optimal routing paths to the 

destination and secondly, transferring the information through an internetwork. In AODV 

RREQ, RREP, RERR, HELLO messages are used to control the process of route discovery and 

route maintenance phases. Also, sequence number is an important feature of AODV to determine 

the freshness of routing information and guarantee loop-free routes. 
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This paper classified all control messages in AODV and explained how the sequence number 

determines the freshness route. It also analyzes the route discovery process and reasons of used 

AODV in MANET. In future work, AODV needs to be secure from being attack. Because 

AODV control packets carry important control information that governs the behavior of data 

transmission in MANET. Since the level of trust in a traditional network cannot be measured or 

enforced, enemy nodes or compromised nodes may participate directly in the route discovery and 

may intercept and filter the control packets to disrupt communication. 
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